
IKY – OSINT TOOL

Kennbro

 Eternal apprentice. Passionate developer.
Anonymous investigator. Pattern lover.

kennbro@protonmail.com
@kennbroorg (Twitter)

SUMMARY

The  acronym  OSINT  refers  to  Open  Source
Intelligence. Many OSINT tools are used to collect data
in the web, that  it  is  present publicly and declassified,
and  they  try  to  use  certain  intelligence  to  turn  that
collected data into information.

There  are  available  in  terminal  mode,  graphic  mode,
focused  on  people,  companies,  social  networks,  etc.
Some of their most common applications are:

• Knowing  the  online  reputation  of  a  user  or
company

• Auditing  companies  and  organizations
evaluating privacy and security

• Perform studies and evaluate trends

• Identify and prevent possible threats

On the negative side,  OSINT is  used by criminals  for
different attacks.

The explosion of the OSINT tools and techniques goes
hand  in  hand  with  the  rise  of  Social  Networks  by
providing  a  huge  amount  of  user  generated  content:
opinions, news, multimedia, etc., and the emergence of
the  technology  named  BigData  helped  that  explosion
too.

I. INTRODUCTION

OSINT tools are many and varied. But with iKY it was
sought,  apart  from a  good  performance,  an  attractive
graphic  visual  supported  by  the  fact  that
neuroscientifically the brain interprets images better and
faster than numbers and letters.

It is an Open Source project and from an e-mail or other
selectors  (username,  twitter,  instagram,  etc)  it  tries  to
collect data to later convert them into visual information.

II. PAST

As ekoparty security conference collaborators we were
in  charge  of  certain  things  such  as  Wall  Of  Shame,
Social  Wall,  etc..  The  iKy  project  was  born  in  this
conference as a joke, but the growing enthusiasm that
arose  in  various  sectors  (security  forces,  HR,  OSINT
groups,  etc.)  urged  us  to  a  much  more  serious
development.

To  this  end,  and  throwing  away everything  previously
developed  as  a  joke,  we  developed  and  continue  to
develop a tool that aims to rise to the occasion.

By  researching  new  techniques,  reading  code  from
different projects and developing new code, a sufficiently
optimal backend was elaborated.

As for the frontend and its aspect a big approach to our
futuristic visuals expectation was achieved.

III. PRESENT

What is called present is end of 2020, beginning of 2021
when the following things were achived.

Ilustración 1: Home screen
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Ilustración 2: Gatherer screen

Ilustración 3: E-mail search

Illustration 4: Other search selectors

According  to  the  entered  selectors  different  data
collection processes are triggered.

Ilustración 5: Execution of collection processes

The resulting data is presented in different ways.

Illustration 6: Results screen - 1

In the previous screen the discovered social networks,
their bios, etc, can be appreciated.

Ilustración 7: Results screen - 2

From each module data is obtained which are displayed
graphically, generating visual information.

Illustration 8: Results screen - 3

Maps,  donuts,  treemaps,  bubbles,  lists,  etc,  are
displayed on the screens.

Illustration 9: Results screen - 4



With  the  collected  information  a  visualization  from  a
profile  perspective  is  built.  The  avatars  obtained  from
their  social  networks,  “possible”  data  of  the  person
(names,  places,  gender,  geolocation,  phone  numbers,
etc.)  and  the  links  to  their  social  networks  profile  are
displayed.

A relation  of  the  presence  in  their  discovered  social
networks is displayed too.

And finally, with the same information, a temporary visual
of the events generated and/or related to the selectors
entered is presented.

Another section of iKy allows comparisons to be made
between twitter accounts (with the possibility of repeating
the same one) in different time periods.

This allows to compare accounts looking for similarities
or to compare the same account looking for breaks in
behavior over time.

IV. ARCHITECTURE

The  project  is  Open  Source  and  it  is  divided  into
backend and frontend.

IV.1.Backend

The  backend  uses  redis  (in-memory  databases  that
stores  data  in  hash  tables)  for  the  storage  of  the
obtained  data,  celery  (python  framework)  for  the
multiprocessing  management  and  is  in  charge  of
coordinating the data collection process and their results,
and  flask  (python  microframework)  used  as  interface
between backend and frontend.

The backend is divided into modules and each one is in
charge  of  the  collection  or  transformation  of  collected
and specific data, for  example,  the github module,  the
twitter module, etc.

IV.2.Frontend

Regarding  the  frontend,  web  technology  was  used  to
obtain,  through  javascript,  the  dynamism  and  graphic
quality, and only require the user to use a browser. The
framework originally chosen was AngularJS, but recently
it has been ported to Angular 7.

IV.3.Proyect

The project is stored in GitLab, has a GitLab Page and
different methods were made to facilitate its installation.
(Python only, complete, vagrant, docker)

The project is mirrored in github.

In the links part of this paper you will find all the urls of
the repo, pages, and contact.

Ilustración 10: Profile - 1

Ilustración 12: Timeline

Ilustración 11: Profile - 2

Ilustración 13: Comparison - 1

Ilustración 14: Comparison - 2



IV.4.Other features

After  defining  the  architecture,  standardizing  and
developing  a  minimum  of  modules,  new  ideas  arose,
some of them contributed by those who tested and saw
the tool.

Currently, the following modules are available.

Another addition is the level of validation of the exposed
information and it consist of a colour label indicating  the
grade  of  veracity  of  the  information,  i.e.,  if  it  was
obtained directly from the selectors,  if  it  was obtained
indirectly or as a result of chaining modules or if simply
the information was obtained from the username and it
could not be validated from another way.

Next to the icon with color according to validation a lot of
modules present a help icon.

Filters were added for the levels of  validation  and the
download of the JSON built for the graphics.

And a list  of  the processes  executed with  parameters
and score, among others.

Finally,  a  report  module  was  developed  that  allows
downloading a PDF with all the information displayed on
the web, in an organized way and using tables.

V. FUTURE

Several tasks are planned for the future:

• Investigate new data collecting techniques

• Read much more code

• Adding modules for many more social networks

• Add phone searches

• Search  Dorks  (Google,  Bing,  Yandex,
DuckDuckGo, Searx, etc)

Illustration 15: Implemented modules

Illustration 17: JSON download and filters by validation

Illustration 16: Validation colors and help icon

Illustration 18: Executed tasks

Illustration 19: Report cover

Illustration 20: Report



• Image Reverse Search (Yandex)

• Free Public Record Search

• Perform constant corrections

VI. CONSIDERATIONS

Some things to keep in mind are that the tool was born
as an POC in an IT environment, for which the current
modules are very aimed at that profile and it has been
worked, and still working, on opening it more and more.

Although it  is  a fat  button tool  it  does not replace the
human being, who should do a more deep validation of
the information.

But the most important consideration is that a tool of this
nature requires constant updates and bug fixes that do
not arise from itself but from the systems from which it
feeds. And this is a task that is not reflected in the hours
invested, there are modules that have stopped working.

VII. LINKS

 - https://gitlab.com/kennbroorg/iKy 

 - https://gitlab.com/kennbroorg/iKy 

 - h  ttps://kennbroorg.gitlab.io/ikyweb/  

 - https://vimeo.com/434501702 

 - https://vimeo.com/496879025 

 - @kennbroorg 

 - kennbro <at> protonmail <dot> com
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